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DETAILED ACTION 



Claim Rejections - 35 USC § 102 



1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this 
title before the invention thereof by the applicant for patent. 



The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 
of 1999 (AIPA) do not apply to the examination of this application as the application 
being examined was not (1 ) filed on or after November 29, 2000, or (2) voluntarily 
published under 35 U.S.C. 122(b). Therefore, this application is examined under 35 
U.S.C. 102(e) prior to the amendment by the AIPA (pre-AlPA 35 U.S.C. 102(e)). 

2. Claims 1 , 3, 1 1 , 1 7, 1 9, 36, 38^1 , 47, 48-49, 57, 63, 65, 82 are rejected under 
35 U.S.C. 102(e) as being anticipated by Urano et al. (hereinafter "Urano", 6,434,616). 

As per claims 1 and 48, Urano discloses a method of providing a network service 
including: 

• implementing a forwarding agent on a router wherein the forwarding agent is 
operative to receive instructions from a service manager (column 3, lines 15-18). 

• forwarding packets from the forwarding agent to the service manager (column 4, 
lines 63-64, column 5, lines 19-21, 25-26). 
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• receiving instructions at the forwarding agent from the service manager detailing 
how to handle the forwarded packets (column 4 t lines 36-39, 43-45). 

As per claims 3, 17, 19, 36, 49, 63, 65, 82, Urano discloses: 

• receiving packet interest instructions from a service manager at a forwarding agent 
specifying packets that the forwarding agent is instructed to send to the service 
manager (column 4, lines 36-39, 43-45); 

• receiving an initial packet at a forwarding agent that matches one of the packets 
specified in the packet interest instructions from the service manager (column 3, 
lines 22-28, column 4, lines 11-14); 

• sending the initial packet from the forwarding agent to the service manager so that 
the packet may be processed at the service manager to determine actions that are 
to be performed for the packet (column 4, lines 63-64, column 5, lines 19-21, 25-26). 

As per claims 1 1 and 57, Urano discloses: 

• Forwarding the packet from the service manager to a destination other than the 
forwarding agent, the destination being determined by the service manager (column 
4, lines 53, 63-64). 



As per claim 38, Urano discloses: 
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• a service manager receiving interface for receiving instructions from a service 
manager specifying actions to be performed for server designated packets (column 
3, lines 15-18); 

• a service manager sending interface for sending packets to the service manager 
(column 4, lines 63-64, column 5, lines 19-21, 25-26); 

• a network packet receiving interface for receiving IP packets from a network (column 
3, lines 22-28, column 4, lines 11-14); 

• a network packet forwarding interface for forwarding IP packets to the network 
(column 4, lines 63-64, column 5, lines 19-21, 25-26); 

• a processor for performing the specified actions on the server designated packets 
(column 3, lines 20-21). 

As per claim 39, Urano discloses: 

• Service manager instruction storage for storing the service manager instructions 
(column 3, lines 24-28). 

As per claim 40, Urano discloses: 

• service manager instruction storage includes a general instruction storage that 
stores criteria for forwarding packets to the service manager and a specific 
instruction storage that stores specific instructions for handling server designated 
packets (column 3, lines 24-28). 
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As per claim 41 , Urano discloses: 

• a comparator for comparing portions of newly received packets to the stored criteria 
(column 3, lines 22-28, column 4, lines 11-14). 

As per claim 47, Urano discloses: 

• the service manager receiving interface and the network packet receiving interface 
are the same interface (column 3, lines 30-32). 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Urano et 
al. (hereinafter "Urano", 6,434,616) in view of Arai. 

As per claim 2, Urano does not explicitly disclose the forwarding agent forwards 
packets to the service manager using UDP. However, the use and advantages for 
using this protocol is well known to one skilled in the relevant art at the time the 
invention was made as evidenced by the teachings of Arai (column 12, lines 3-7). 
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Therefore, one of ordinary skill in the art at the time the invention was made would 
have found it obvious to implement or incorporate using UDP in Urano's method 
allowing a direct way to send information over a network. 

5. Claims 4, 6, 10, 50, 52, 56 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Urano et al. (hereinafter "Urano", 6,434,616) in view of Kawagoe et 
al. (hereinafter "Kawagoe", 5,961,595). 

As per claims 4 and 50, Urano does not explicitly disclose receiving packet handling 
instructions from the service manager at the forwarding agent that include the actions 
determined by the service manager for the packet. However, in an analogous art, 
Kawagoe discloses the agent modifying data as a result the operation request issued by 
the manager (column 6, lines 25-39). 

Therefore, one of ordinary skill in the art at the time the invention was made would 
have found it obvious to implement or incorporate receiving packet handling instructions 
in Urano's method in order for the agent to determine the necessity of modifying the 
managed instance or send the data, as is, to the requesting manager. 

As per claims 6 and 52, Urano discloses: 

• receiving the initial packet from the service manager back at the forwarding agent 
along with the packet handling instructions (column 4, lines 36-39, 43-45); 

• Handling the packet at the forwarding agent according to the packet handling 
instructions (column 4, lines 63-64, column 5, lines 19-21, 25-26). 
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As per claims 10 and 56, Urano discloses: 

• receiving a subsequent packet at the forwarding agent (column 4, lines 36-39, 43- 
45); 

• determining that the subsequent packet matches a criteria included in the packet 
handling instructions (column 3, lines 22-28, column 4, lines 11-14); 

• handling the packet at the forwarding agent according to the packet handling 
instructions (column 4, lines 63-64, column 5, lines 19-21, 25-26). 

6. Claims 12, 34-35, 37, 58, 80-81 , 83 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Urano et al. (hereinafter "Urano", 6,434,616) in view of DeNap et al. 
(hereinafter "DeNap", 6,407,997). 

Urano does not explicitly disclose forwarding the packet from the service manager to 
a destination other than the forwarding agent includes translating the destination IP 
address in the packet. However, the use and advantages for translating the IP address 
is well known to one skilled in the relevant art at the time the invention was made as 
evidenced by DeNap (column 9, lines 27-29). 

Therefore, one of ordinary skill in the art at the time the invention was made would 
have found it obvious to implement or incorporate translating the IP address in Urano's 
method in order for packets to be forwarded to a destination different from the 
destination IP address originally stored in the packet header. 
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7. Claims 13 and 59 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Urano et al. (hereinafter "Urano", 6,434,616) in view of Furuichi. 

Urano does not explicitly disclose forwarding the packet from the service manager to 
a destination other than the forwarding agent includes sending the packet to the 
destination using tag switching. However, in an analogous art, Furuichi discloses the 
use of tag switching as a way of sending packets to a specified destination (column 1, 
lines 23, 30-35). 

Therefore, one of ordinary skill in the art at the time the invention was made would 
have found it obvious to implement or incorporate tag switching in Urano's method in 
order for packets to cut through the switch so that packets bypass the controller and 
travel at hardware speed. 

8. Claims 14 and 60 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Urano et al. (hereinafter "Urano", 6,434,616) in view of Blahut et al. (hereinafter 
"Blahut", 6,065,061). 

Urano does not explicitly disclose forwarding the packet from the service manager to 
a destination other than the forwarding agent includes sending the packet to the 
destination using IP tunneling. However, in an analogous art, Blahut discloses the use 
of IP tunneling (column 5, lines 12-16). 

Therefore, one of ordinary skill in the art at the time the invention was made would 
have found it obvious to implement or incorporate the use of IP tunneling in Urano's 
method in order to reroute any downstream traffic to a specific destination. 
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9. Claims 15 and 61are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Urano et al. (hereinafter "Urano", 6,434,616) in view of Touboul. 

Urano does not explicitly disclose the forwarding agent is implemented on a 
router. However, the use and advantages for implementing an agent on a router is well 
known to one skilled in the relevant art at the time the invention was made as evidenced 
by Touboul (column 21, lines 43-44, column 22, lines 37-39). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement a router agent in Urano's method in order to 
track the events that occur during router execution and allow the agent to send alerts 
when an error is detected. 

10. Claims 16 and 62 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Urano et al. (hereinafter "Urano", 6,434,616) in view of Shtivelman. 

Urano does not explicitly disclose the forwarding agent is implemented on a 
switch. However, in an analogous art, Shtivelman discloses a switch in which agents 
are connected (column 1 , lines 47-48). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate agent implemented on a switch 
in Urano's method in order for agents' PC's to be connected to telephones as well using 
a telephony switch. 
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1 1 . Claims 18 and 64 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Urano et al. (hereinafter "Urano", 6,434,616) in view of Subramaniam et al. 
(hereinafter "Subramaniam", 6,070,187). 

Urano does not explicitly disclose receiving unicast packet handling instructions from 
the service manager at the forwarding agent that include the actions determined by the 
service manager for the packet. However, in an analogous art, Subramaniam discloses 
a unicast packet received by a specific node (column 3, lines 57-60). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate the use of a unicast packet 
handling instruction in Urano's method in order for a specific agent to take action on a 
packet according to the request of the service manager. 

12. Claims 20 and 66 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Urano et al. (hereinafter "Urano", 6,434,616) in view of Arai. 

Urano does not explicitly disclose specifying packets that the forwarding agent is 
instructed to send to the service manager includes receiving a UDP packet at the 
forwarding agent. However, the use and advantages for using this protocol is well 
known to one skilled in the relevant art at the time the invention was made as evidenced 
by the teachings of Arai (column 12, lines 3-7). 

Therefore, one of ordinary skill in the art at the time the invention was made would 
have found it obvious to implement or incorporate using UDP in Urano's method 
allowing a direct way to send information over a network. 
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13. Claims 21-33, 42-46, 67-79 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Urano et al. (hereinafter "Urano", 6,434,616) in view of Flanders et al. 
(hereinafter "Flanders", 6,172,980). 

As per claims 21, 42-43, 45, 67, Urano does not explicitly disclose receiving 
packet interest instructions from a service manager at a forwarding agent includes 
receiving a wildcard affinity at the forwarding agent. However, in an analogous art, 
Flanders teaches packets having flow (wildcard affinity) ID'S with associated quality of 
service parameters (column 6, lines 62-67, column 7, lines 1-2). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate the use of wildcard affinity in 
Urano's method in order for a packet to be transmitted according to specific quality of 
service parameters set forth by the service manager. 

As per claims 22, 24-31 , 44, 46, 68, 70-77, Urano does not explicitly disclose the 
wildcard affinity include source IP address(es), a destination IP address(es), a source 
port number(s) and a destination port number(s). However, in an analogous art, 
Flanders teaches these IP address and port numbers (column 3, lines 58-59, column 5, 
lines 17-18, column 16, lines 24-25, column 10, lines 16-17). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate wildcard affinity including a 
source IP address, a destination IP address, a source port number and a destination 
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port number in Urano's method allowing the agent to determine where the packet 
should be sent according to the wildcard affinity. 

As per claims 23 and 69, Urano does not explicitly disclose the wildcard affinity 
includes a protocol identifier. However, in an analogous art, Flanders teaches the use 
of a protocol identifier (column 10, lines 16-17). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate wildcard affinity including a 
protocol identifier in Urano's method in order for the agent to determine the protocol 
under which the wildcard affinity was transmitted and the protocol in which to send the 
packets received. 

As per claims 32-33 and 78-79, Urano does not explicitly disclose the use of a 
mask when specifying IP addresses. However, in an analogous art, Flanders teaches 
the use of a mask (column 7, lines 52-54). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate the use of masks in Urano's 
method in order to filter out certain IP addresses. 

14. Claims 5 and 51 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Urano et al. (hereinafter "Urano", 6,434,616) in view Kawagoe et al. (hereinafter 
"Kawagoe", 5,961 ,595) and in further view of Arai. 

As per claims 5 and 51, Urano, in view of Kawagoe, does not explicitly disclose 
receiving packet handling instructions from the service manager at the forwarding agent 
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that include the actions determined by the service manager for the packet includes 
receiving a UDP packet at the forwarding agent. However, the use and advantages for 
using this protocol is well known to one skilled in the relevant art at the time the 
invention was made as evidenced by the teachings of Arai (column 12, lines 3-7). 

Therefore, one of ordinary skill in the art at the time the invention was made would 
have found it obvious to implement or incorporate using UDP in Urano's method 
allowing a direct way to send information over a network. 

15. Claims 7 and 53 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Urano et al. (hereinafter "Urano", 6,434,616) in view Kawagoe et al. (hereinafter 
"Kawagoe", 5,961 ,595) and in further view of DeNap et al. (hereinafter "DeNap", 
6,407,997). 

As per claims 7 and 53, Urano, in view of Kawagoe does not explicitly disclose 
handling the packet at the forwarding agent according to the packet handling 
instructions includes translating the destination IP address in the packet so that the 
packet is forwarded to a different IP address than the IP address originally included in 
the packet header. However, the use and advantages for translating the IP address is 
well known to one skilled in the relevant art at the time the invention was made as 
evidenced by DeNap (column 9, lines 27-29). 

Therefore, one of ordinary skill in the art at the time the invention was made would 
have found it obvious to implement or incorporate translating the IP address in Urano's 
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method in order for packets to be forwarded to a destination different from the 
destination IP address originally stored in the packet header. 

16. Claims 8 and 54 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Urano et al. (hereinafter "Urano", 6,434,616) in view Kawagoe et al. (hereinafter 
"Kawagoe", 5,961 ,595) and in further view of Furuichi. 

As per claims 8 and 54, Urano, in view of Kawagoe, does not explicitly disclose 
handling the packet at the forwarding agent according to the packet handling 
instructions includes sending the packet to a destination specified in the packet handling 
instructions using tag switching. However, in an analogous art, Furuichi discloses the 
use of tag switching as a way of sending packets to a specified destination (column 1 , 
lines 23, 30-35). 

Therefore, one of ordinary skill in the art at the time the invention was made would 
have found it obvious to implement or incorporate tag switching in Urano's method in 
order for packets to cut through the switch so that packets bypass the controller and 
travel at hardware speed. 

17. Claims 9 and 55 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Urano et al. (hereinafter "Urano", 6,434,616) in view Kawagoe et al. (hereinafter 
"Kawagoe", 5,961 ,595) and in further view of Blahut et al. (hereinafter "Blahut", 
6,065,061). 
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As per claims 9 and 55, Urano, in view of Kawagoe, does not explicitly disclose 
handling the packet at the forwarding agent according to the packet handling 
instructions includes sending the packet to a destination specified in the packet handling 
using IP tunneling. However, in an analogous art, Blahut discloses the use of IP 
tunneling (column 5, lines 12-16). 

Therefore, one of ordinary skill in the art at the time the invention was made would 
have found it obvious to implement or incorporate the use of IP tunneling in Urano's 
method in order to reroute any downstream traffic to a specific destination. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Barbara N Burgess whose telephone number is (703) 
305-3366. The examiner can normally be reached on M-F (8:00am-4:00pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Ettinene can be reached on (703) 308-7562. The fax phone numbers 
for the organization where this application or proceeding is assigned are (703) 746-7239 
for regular communications and (703) 746-7240 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703) 305- 
3900. 
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Barbara N Burgess 

Examiner 

Art Unit 21 57 
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